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Abstract—Many large enterprises consist of a large number
of interacting subsystems that operate harmoniously and make
decisions that are designed for the benefit of the entire enterprise.
When one subsystem has been attacked and is made to oppose
and operate in a manner that is confrontational with the others,
the entire system suffers, resulting in an adversarial environment.
Such an environment may affect not only the decision-making
process of the attacked subsystem but also possibly the other
remaining subsystems as well. The disruption caused by one
dissenting subsystem will cause the remaining subsystems to
either coalesce as a team and act as a single team-based
decision-maker, or disintegrate and act as independent decision-
making entities. The decision-making process in these types of
complex systems of systems is best analyzed within the general
framework of game theory. In this paper, we will develop an
analysis that provides a theoretical basis for the decision-making
process of such complex systems. We show how cooperation can
produce non-inferior Pareto-optimal type strategies that are fair
and acceptable to all subsystems while at the same time yield
strategies that are able to confront and minimize the damage
caused by the opposing subsystem. Similarly, we examine the
process when the team decides to let the decision maker of
one subsystem make decisions on behalf of the entire team. An
example of a system consisting of three subsystems is included
to illustrate the results.

I. INTRODUCTION

In the coming decade, large enterprises will consist of mas-
sive systems consisting of machines, human devices or virtual
subsystems all interconnected through crucial technologies
such as the Internet of Things (IoT) [1]. The IoT typically
encompass a network of uniquely identifiable interconnected
virtual and physical objects, such as sensors, radio frequency
identification tags, actuators or mobile agents, which are able
to communicate and exchange data with each other to perform
different tasks [2]. These complex enterprises are referred
to as System of Systems (SoS). Given their large scale and
the heterogeneity of their environment, such SoSs are more
vulnerable to security threats than other segregated systems.
Thus, security requirements in these systems will be more
stringent than those of conventional isolated systems. Indeed,
in the absence of robust security solutions, malfunctions in a
SoS may outweigh many of its benefits. This is due to the
fact that the optimality of the SoS may easily fail if any of its
subsystems is prone to dissent from the others. For example,
they are vulnerable to a hidden attack when one subsystem gets
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hacked completely and tries to destabilize the entire system
[3]-[6]. From a systematic point of view, each of the subsys-
tem in an SoS can be considered as an agent in the presence
of an adversarial agent (the hacked subsystem), who now
is making decisions independently. The interaction between
these subsystems can be modeled utilizing game theoretical
approaches. Game theory is the study of decision-making
problems in which there are multiple decision-makers and the
optimality of their decisions depend on choices made by other
decision makers. Game theory has been studied extensively as
a modeling paradigm in the mathematical, social and economic
sciences with a strong connection to multi-agent systems with
multiple interacting decision-making entities [7]-[9]. One can
nicely fit the modeling and simulation of a complex SoS to
a game theoretical setting in order to mathematically model
the interrelations of the adopted strategies by the subsystems.
For example, one subsystem may decide to separate from the
others and proceed in a direction that may be contrary or
harmful to the entire SoS. In the context of Pursuit-Evasion
problem, which can be viewed as a special case of SoS, three
different strategies for the pursuers and evader have been
studied in [10], [11]. This opens up an avenue of various
possibilities for the remaining subsystems on how to cope with
this new adversary.

In this paper, we will analyze dynamical SoSs in which
due to a cyber attack one subsystem become adversarial
in its decision making process with respect to the other
subsystems. Without loss of generality and for simplicity
of notation, we will consider only linear quadratic dynam-
ical systems. This class of systems is not only important
because of its mathematical tractability but also because of
the insight that it provided once a solution is determined.
The state dynamics of the entire system is modeled with
linear differential equations, and the decision-making process
is based on minimizing quadratic objective functions. We will
assume that the conforming subsystems have similar objectives
with a common goal of driving the system to a desired state
while the dissenting subsystem is attempting to do the exact
opposite, i.e drive the system away from that desired state.
Clearly, the outcome of this conflict between one subsystem
and the group of remaining subsystems will depend on the
decision-making process of all subsystems. Intuitively, the
most likely approach for the conforming subsystems is to
group as a team and follow a unified team-based decision-
making process. The team collective objective function may be



modeled as a convex combination of the individual objective
functions with a percent weight assigned to the contribution
of each subsystem. This approach yields a 2-player game
with the team of conforming subsystems as one decision-
maker and the dissenting subsystem as the other. Within
this framework several possible behavioral models of the
conforming subsystems can be analyzed. For example, by
taking the extreme cases of assigning the entire team effort
to one subsystem, it is possible to assess the effectiveness of
the one-on-one approach which, to some extent, represents
a situation where the subsystems assess the effectiveness of
each acting alone and making decisions on behalf of the entire
team. The decision-making process for all of these scenarios
will be developed by utilizing a game theoretic approach
which will be based on the concept of Nash equilibrium.
We are interested in the development of solutions that model
cooperation among the conforming subsystems and produce
fair and acceptable non-inferior (Pareto-optimal) strategies for
the conforming subsystems that at the same time enjoy a Nash
equilibrium property with the dissenting subsystem.

The concept of Noninferior Nash Strategy (NNS) between
two competing teams of cooperating team members was first
introduced by Liu and Simaan in the context of static systems
[12]. In this paper, we extend this concept to a class of
dynamical SoSs and study the properties of these strategies
from a systematic point of view and compare them to the
conventional Nash Strategy (NS) in [13], [14].

The remainder of the paper is organized as follows. The
problem formulation is presented in section II. The two dif-
ferent possible decision-making strategies for the subsystems
are analyzed and assessed in sections III and IV, respectively.
An illustrative example is studied in section V. Concluding
remarks are presented in section VI.

II. PROBLEM FORMULATION

Without loss of generality and for mathematical tractabil-
ity and simplicity of notation, we will consider only linear
quadratic dynamical SoSs. Consider an SoS consisting of N+1
subsystems and whose state evolution is described by

N+1
i=At)z+ Y Bithu, x(ty) =m0 (1)
=1

where ¢ € [to,ty] and z € R™ is the combined state vector of
all subsystems. Matrix A € R™*™ provides a description of
the system dynamics and matrices B; fori =1,2,..., N +1
are corresponding decision matrices. The vectors u; for i =
1,2,..., N+1 are the feedback-type decision variables for the
subsystems which minimizes the following objective functions

1
Ji = 57 (ty)Siya(ts)

1 ty N+1
+ 5/15 [.Z'TQl(t)zT + Z U}-Rij(t)uj‘] dt (2)
0 j=1

fori=1,2,..., N+1. In (2) symmetric weight matrices .S,
Q; are positive semi-definite, and R;; are positive definite. In

the above description, each decision-maker is minimizing the
objective function of its own subsystem, which is dependent
on the decision variables of all the other subsystems as well
as the state variable of entire system.

Now suppose that Subsystem N+1 is attacked in such a way
that the attacker is able to infiltrate its database and change
the sign of matrices from being positive definite to becoming
negative definite. This subsystem now becomes dissenting. The
new system dynamics now becomes

N
&= Atz + Y Bi(t)ui + Ba(t)ua, x(to)) =z (3)
=1

where 1y is now the decision variable of the dissenting sub-
system which is designed to minimize the objective function

1
Ja = 5 T(ty)Sar(ts)
1 [t al
+ 2 / [27Qa(t)x + ul Ra(t)uq + Z ul R (t)u; ] dt

2 Ji,
“4)

where symmetric weight matrices Sqr < 0, Qg < 0 are
negative definite and R4 > 0 is positive definite and Rg < 0
are negative definite. The subscript d is used to characterize
the dissenting subsystem instead of N + 1. The remaining
conforming subsystems will minimize the following objective
functions

1
Ji = 57 (ty)Sisz(ts)

j=1

N

1 [
+ § / [Z‘TQl(t)l' + u;Rid(t)Ud + Z U;R” (t)uj} dt
to j=1
(5)
for i =1,2,..., N, where symmetric weight matrices S;r >

0, Q; > 0 are positive semi-definite, and R;; > 0 are positive
definite and R;4 > 0 are negative definite.

The conflict between the dissenting subsystem and the
remaining subsystems is represented in the model (3)-(5), by
the fact that Sgr and Q4 are negative definite, meaning that
decision-maker for dissenting subsystem is actually maximiz-
ing the state variables with minimum effort (as Rgy > 0).
The quadratic nature of the objective functions in this case
might imply that while the conforming subsystems are trying
to drive the sate of the entire system to an equilibrium position
(the origin in this case), the dissenting subsystem is trying to
prevent it from doing so.

III. DECISION-MAKING STRATEGIES

The subsystems in this system of systems can be viewed
as players in a game where each must decide on a strategy
to minimize its own objective function while taking into
consideration the decisions of all other subsystems. In this
paper, we consider two strategies; (a) the Noninferior Nash
Strategy (NNS), and (b) the Nash Strategy (NS).
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Fig. 1. Noninferior Nash Strategies for an SoS with a dissenting subsystem
(denoted by red) and conforming subsystems (denoted by Subsystem 1
through N and blue).

A. Noninferior Nash Strategies (NNS)

The dissenting subsystem may cause the remaining subsys-
tems to group as a team of cooperating members resulting
in a game between two systems; the team of subsystems on
one hand and the dissenting subsystem acting by itself on
the other hand, as illustrated in Figure 1. The cooperation
among the conforming subsystems is formulated as a convex
combination of their objective functions. That is, the team
objective function becomes

N
JT = ZO@Jl (6)
=1
where
N
Zai =1, «a; >0 @)
=1

and J; fort = 1,2, ..., N as they are defined in (5). The weight
a; can be viewed as the relative contribution of Subsystem ¢
to the team.

One should notice that for the NNS, the weights «; are
nonnegative scalars for the conforming subsystems in the
team. This requirement, in the extreme case allows for the
assignment of the entire team effort to one subsystem. Such
an assignment will make it possible to assess the effectiveness
of one-on-one approach which represent a situation where one
subsystem making decisions on behave of the entire team.
So the objective function for team of conforming subsystems

becomes

1
Jr = =278 x‘
T m Py,

1 [
+ 5/ [#TQrx + ul Rrquq + v} Rrur]dt  (8)

to
where
N
STf = Z OéiSifa (%)
i=1
N
QT = Z OéiQi7 (9b)
=1
N
Rrg = Z a;Riq, ©c)
i=1
N
RTj:ZaiRij7 j=1,2,...,N, (9d)
=1
Ry = blkdiag(Rr1, Rra, ..., Rrn), ©e)

and the objective function for dissenting subsystem can be
rewritten as follows

1
Ja = -aTSyz
¢T3 i t=ty

1[4

5 [ 7 Qur + uRava + o Rarugldt (10
to

where

Rar :blk‘diag(Rdl,Rdg,...,RdN). (11)

Vector up = [u],ud,...,ul;]T is the combined control vector
of the conforming subsystems as one team. The function
blkdiag(.) maps the set of input matrices to a larger block di-
agonal matrix with all zero off-block-diagonal elements. Also,
the conforming subsystem’s decision variables are combined
as one vector but it will be assigned back to each subsystem
later at the implementation stage. Consequently, the system
dynamics of (3) can be reorganized as follows

T = Az + Brur + Bgug

where By = [By Bs ... Bpy]. The system dynamics (12)
and objective functions (8) and (10) form a two-system Linear
Quadratic game. The feedback NNS can be obtained as follows

uy=—R;'B} Sz

wyp = —R;'BLSrx

12)

(13a)
(13b)

where the matrices St and Sy are the solutions to the
following coupled differential Riccati equations

ST + STAT + A%ST +Qr + STBTREIB;ST

+ SyBaR;'RrqR;'B]Sq =0, (l4a)
Sd + SdAT + A;Sd 4+ Qq+ SdBdR(IlB;Sd
+ STBTR;leTR;lB}ST =0, (14b)
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Fig. 2. Nash Strategies for an SoS with a dissenting subsystem (denoted
by red) and conforming subsystems (denoted by Subsystem 1 through N and
blue).

with boundary condition St(ty) = Sr, and Su(tf) = Sq.
The matrix A in (14) represents the system dynamics after
implementation of the decision variables, which becomes

Ar = A— BrR;'BL.Sr — BaR;'BISs.  (15)

Note that by assigning different values of «;, different
teams with different strengths and weaknesses can be formed.
Clearly, the opposing player is faced with a team with different
possible characteristics. The weight «; can be interpreted
as the fraction of the total effort that each subsystem is
contributing towards the team.

Remark. 1t is important to mention that, we had combined the
decision variables of the conforming subsystems in order to
derive the NNS. Now that we have determined w7 as in (13b),
the team strategy can be reallocated to the corresponding
subsystems. As a result, the conforming subsystems’ decision
variables will be

uj = —Rp!B]Srx, i=1,2,...,N. (16)

and the dissenting subsystem’s decision variable will be

uy = —R;'Bl Sy (17)

B. Nash Strategies (NS)

The feedback NS for this game will take place if the dissent-
ing subsystem causes the conforming subsystem to disintegrate
and act as independent decision-making subsystems. The NS
can be derived in the standard form as follows [13], [14]

uy = —R; ' B} Sy, (18a)

uf = —R;'B]S;z, i=1,2,..,N, (18b)

where the matrices Sy and S; for all ¢ = 1,2,..., N satisfy
the following (N+1)-coupled Differential Riccati Equations
(DRE),

Sd + SdA + ATSd + Qq + SdBnglB;Sd

N
+Y " S;B;R;}RyiR;}' BIS; =0, (19a)
j=1

Si + SZ'A + ATSZ' + Q; + SdBnglRinglB;Sd
N
+Y " 8;B;R;}RijR;;'BIS; =0, (19b)
j=1
with boundary conditions Sy(ts) = Sgr and S;(ty) = Siy.
The matrix A in (19) represents the system dynamics after
implementation of the decision variables, which becomes

N
A=A->"B;R;'BIS; — BiR;'B]Ss.  (20)
j=1
IV. PERFORMANCE ASSESSMENT

For each of the strategies developed in previous section, the
performance of each subsystem can be assessed by determin-
ing the value of the corresponding objective function.

A. Assessment of the Noninferior Nash Strategies
With the NNS decision strategies determined as in (16) and
(17), then the state dynamics of the system would be

&= Arx (21)

where A is defined in (15). Therefore, the values of objective

functions can be determined as

TS = %CET(to)Pd(to)x(tO) 220

1
JZ.]VNS — 5.’1/‘1- (to)PZ(to).'I}(tO)7 Z = 17 2, ceey N (22b)

where Py(t) satisfies the following linear ordinary differential
equation which depends on the solutions of (14) for Sy and
STZ

Py + PyAr + ALPy+ Qq+ SaB4R;* Bl Sy
+ f: SrBjRy; Ry Ry B] St =0, (23)
j=1
with boundary condition Py(t;) = Sgr. Similarly, P;(¢)
satisfies the following linear ordinary differential equation
P+ PiAr + ALPi + Q; + SqB4Ry ' RiaRy " B] S,
+ ﬁj SrB;R7} Ry Ry} BISy =0, (24)
j=1

with boundary condition P;(ty) =
1,2,....N.

iy and for all ¢ =



B. Assessment of the Nash Strategies

With the NS decision strategies determined as in (18a) and
(18b), then the state dynamics of the system would be

&= Az (25)

where A is defined in (20). Therefore, the values of objective
function for each subsystem can be evaluated

1
JNS = §x7(t0)Pd(to)x(to) (26a)

1
NS = SaT(to)Pilto)x(to), i=12....N  (26b)

where Py(t) satisfies the following linear ordinary differential
equation which depends on the solutions of (19) for S; and
SZ'Z

Py + PyA+ ATPy+ Qq + SaBaR; ' Bl S,
N
+> S;BIR;'R4R;;'BIS; =0, (27)
j=1
with boundary condition Py(ty) = Sgr. Similarly, P;(t)
satisfies the following

P+ PA+ ATP; + Q; + SaBaR; ' RiaR; ' B} S
N
+> S;B;R;'RijR;;' BIS; =0, (28)
j=1

with boundary condition P;(t;) =
1,2,...,N.

Si¢ and for all ¢ =

V. SIMULATION

In this section, we consider an example of an SoS con-
sisting of three subsystems in which the third subsystem has
been hacked and becomes dissenting while the other two
remain conforming. Each subsystem is characterized by a
two-dimensional state vector and a two-dimensional decision
vector. The dynamic behavior of the entire system can be
modeled by the following six-dimensional differential equation

T = Ax + Biuy + Bous + Bgaug (29)

where x = [2151 2281 2182 2282 Z1d ZQd]T € R®
is the combined state vector of entire system and zjg; is
the j-th state of Subsystem ¢ and z;q is the j-th state of
dissenting subsystem. The system dynamics matrix A =
—blkdiag{12x2, 1ax2, lax2} is block diagonal, where 12,2
is a matrix with all entries equal to one. Also, matrices
By = [e3 e4] , Bo = |e5 eg] and By = [e; e3] where e; € RS
is the standard basis vector in direction 7. This means that
the subsystems have internally coupled state dynamics and
each can decide to choose a decision variable of dimension 2
that can derive the corresponding internal state variables. The
weight matrices of their objective functions (4) and (5) are as
follows: Rd = 10]2, R11 = R22 = 10]2, Rid = Rdi = *[2
and R;; = Rj; = I», © # j for 4,5 = 1,2 where I is the
identity matrix of dimension 2.
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Fig. 3. Scenario 1- Costs of each subsystem versus the choice of « and for
NNS comparing to NS.

Two scenarios are considered with different weight matri-
ces as shown in Table I. The initial state vector is zy =
[5 5 5 0 0 5]T, and the simulation time is assumed
to be t € [0, 2].

TABLE 1
Saf Qq S1f Q1 Saf Q2
Scenario 1 —].16 —1[6 116 ]-16 ]-16 116
Scenario 2 —11g —1Ig 20Ig 20Ig 30Ig 30Ig

Following the definition of the NNS in section III-A, the
contribution weights oy = « and oy = 1 — « correspond to
the conforming subsystems 1 and 2, where 0 < o < 1. The
objective function of each subsystem is calculated versus all
possible values of « as an independent parameter.

In Scenario 1, as shown in Figure 3, one can conclude that
the choice of o = 0.5 corresponds to a fair outcome for both
conforming subsystems. This yields oy = ay = 0.5, meaning
equal fraction of effort by each conforming subsystem. It is
due to the fact that in Scenario 1 both conforming subsystems
have the same capability in terms of their objective functions
and this choice of « results in equal contribution to the final
outcome J{VVS = JNNS = 184.5. As it can be seen in Figure
3, this fair choice correspond to a NNS that results in a better
cost than the NS for both subsystems (Ji¥° = JN9 = 189.6).

In Scenario 2 and as shown in Figure 4, the fair choice
of « that corresponds to equal costs for both conforming
subsystems is o = 0.072, (i.e. a3 = 0.072 and oy = 0.928)
which means the fraction of effort for conforming Subsystem 2
should be much higher than conforming Subsystem 1 to have
a fair choice. This choice of « results in equal cost values
of JVNS = JNNS = 399. However, as it can be seen in
Figure 4, this fair choice correspond to a NNS that results in
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Fig. 4. Scenario 2- Costs of each subsystem versus the choice of « and for
NNS comparing to NS.

a better cost than the NS for subsystem 2 (JQN S = 447.9), but
a worse cost than the NS for subsystem 1 (JQNS = 308.9).
So in this scenario, Subsystem 1 might not agree to cooperate
with Subsystem 2 and instead chooses to separate and act on
its own which results into disintegration of the entire SoS and
all subsystems implementing the Nash Strategies.

In both cases, as can be seen in Figures 3 and 4, there is not
much difference in the cost for the dissenting subsystem for
different choices of . In the Scenario 1, the cost for dissenting
subsystem is Jg; = —34.77 and in Scenario 2, it is Jg; = —25.
For the conforming subsystems, however, it can be seen in
Figures 3 and 4, that there exists a range of « for which both
subsystems will do better in NNS than NS options.

VI. CONCLUSION

In this paper, we considered the general problem of
decision-making in Systems of Systems where one subsystem
has been attacked and affected in such a way that it has
become dissenting with the goals of the other conforming
subsystems. We presented a theoretical analysis based on
Game Theory for modeling the decision-making process in
such Systems of Systems. We considered two Nash strategies
as possible decision-making options for the subsystems. The
first considers the conforming subsystems forming a team and
acting with a unified strategy in opposition to the dissenting
subsystem. The second considers each conforming subsystem
acting independently on its own and developing its own Nash
strategy in opposition to all other subsystems, which would
happen when these subsystem could not agree on a specific
team formation. These two solutions were derived in detail for
the case of linear dynamics and quadratic objective functions.
The Noninferior Nash Strategy for the team of conforming
subsystems is formed with different weights representing
the contribution of each member towards a common team

objective function and enjoys a Nash equilibrium with the
dissenting subsystem. We showed that the outcome of the
decision-making process is heavily dependent on the degree of
contribution of each member in the team. We have included an
example that illustrates the results and demonstrates that there
is a range of weights for which all conforming subsystems
will do better belonging to a team than acting as independent
decision-makers.
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