Cooperative Design of Systems of Systems Against
Attack on One Subsystem

Shahriar Talebi, Student Member, IEEE, Marwan A. Simaan, Life Fellow, IEEE, Zhihua Qu, Fellow, IEEE,

Abstract—Future large-scale control systems will be cyber-
physical System of Systems (SoS)s each consisting of many inter-
acting subsystems operating harmoniously and making decisions
that benefit the entire enterprise. In terms of accomplishing their
own objectives, the subsystems in an SoS will be designed so that
their decision-making process achieves a Nash equilibrium for the
entire SoS. This equilibrium ensures that no one subsystem can
improve its position by deviating from the agreed decision. One
of the weaknesses of this equilibrium is that it is vulnerable to
cyber-attacks directed towards the objectives of one subsystem.
In this paper, we consider an attack on a linear quadratic SoS
that consists of altering some parameters in the objective function
of one subsystem by injecting negative definite matrices into the
attacked subsystem’s objective function. Such an attack would
be designed to disrupt the operation of the entire SoS by pitting
one subsystem against the others and causing a change in the
behavior and trajectory of the entire SoS. We consider two
possible outcomes of the attack. The first is when the attack is not
detected and all subsystems continue to operate as designed but
now reaching a different Nash equilibrium that may or may not
yield the outcome desired by the attacker. In this case, existence
results related to the new Nash equilibrium will be derived. The
second is when the attack is detected causing the remaining
subsystems to react by forming a cooperative team to counter the
actions of the attacked subsystem. The team will then establish
a new Nash equilibrium with the attacked subsystem. Both of
these possible outcomes of the cyber-attack will be analyzed. A
3-subsystems SoS example illustrating the results will also be
presented. This example illustrates the ability of an attacker to
drive the SoS’s state trajectory away from the origin if the attack
on one subsystem is not detected. It also illustrates the advantage
that the remaining subsystems have in restoring the trajectory
to one that is close to the pre-attack equilibrium trajectory by
cooperating as a team if the attack is detected.

I. INTRODUCTION

A system of systems (SoS) is a large enterprise that consists
of many independent but interacting subsystems who make
collaborative decisions based on their shared objectives that
enhance the performance of the entire enterprise. The SoS
offers more functionality to its constituent subsystems than
when they operate on their own as isolated systems. Future
SoSs will be cyber-physical-human in nature consisting of
machines, distributed human and software agents and virtual
subsystems equipped with artificial intelligence and machine
learning all interconnected through technologies such as the
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Internet of Things (IoT). The requirements for keeping these
SoSs operational will be more stringent than what is currently
required for conventional isolated systems. The SoS will
operate optimally when all subsystems have a harmonious non-
conflicting relationship that governs their collective behavior.
A reasonable decision process for the entire SoS is one that
yields what is known as a Nash equilibrium among its subsys-
tems [1]. Such an equilibrium guarantees all subsystems that
no one subsystem can achieve an advantage over the others by
altering its decision making process. Another advantage of this
equilibrium is that the resulting SoS will evolves in a way that
is agreeable to all subsystems. One of its main weaknesses,
however, is that the entire functionality of the SoS can be
easily disrupted if the objectives of one subsystem are altered
in such a way that they become inconsistent with the objectives
of the remaining subsystems. A change in the objectives of one
subsystem can be easily initiated by a malicious cyber-attack
especially if the subsystem is vulnerable and does not have the
necessary protections. When this happens, the operation of the
entire SoS suffers resulting in an adversarial environment that
may affect not only the behavior of the attacked subsystem but
also possibly the behavior of the other subsystems as well.
The disruption caused by an attack on one subsystem may
cause the remaining subsystems either to adjust to the new
adversarial environment by reaching a new Nash equilibrium
with the attacked subsystem or to react by taking a unified
team action to counter the effect of the attacked subsystem.

The consequences of one subsystem in an SoS changing
its behavior in a manner that is inconsistent and adversarial
with the other subsystems have not been extensively studied
in the control systems literature. In the differential games
literature [2]-[7], the proposed SoS framework has recently
been considered in studying multi-pursuers one-evader prob-
lems where the evader, who is trying to escape, has an
objective function that is directly opposed to the objective
functions of several pursuers who collectively are trying to
capture it [8]. It has also been applied to study all-against-
one linear quadratic differential games where one player in
a multi-player game decides to dissent by modifying certain
matrices in its objective function from positive definite to
negative definite [9], [10]. This change causes the remaining
players to consider several options to deal collectively with
the adversarial environment that results from the dissension
of one player.

The proposed SoS framework also applies to cyber-physical-



human systems such as smart grids in which consumers and
energy producers as well as potential attackers interact at both
physical and cyber layers [11]. Game theoretical approaches
involving Nash or Stackelberg equilibria can be formulated
depending on the cyber-physical structure as well as specific
malicious actions [12]. Even if the cyber information structure
is local, cooperative SoSs can collaboratively defend against
attacks [13], and their distributed defense mechanism also has
a game theoretical interpretation [14].

The paper is organized as follows: In section II we describe
the SoS model and the attack on one of its subsystems
designed to modify certain parameters in its objective function.
In section III, we consider the case when the attack is not
detected. We derive necessary conditions for definiteness of
the solution of the Riccati equation with S;¢ < 0 and @; <0
and for exponential boundedness of the resulting SoS state
trajectory. In section IV, we consider the case when the attack
is detected. We discuss the design of a team strategy among the
remaining subsystems that forms a Nash equilibrium with the
strategy of the attacked subsystem. In section V, we present
an illustrative example of a system of three subsystems when
one subsystem is subjected to an attack that transforms it into
an adversary subsystem with the remaining two subsystems.
Both cases, when the attack is and is not detected are analyzed.
Concluding remarks are presented in section VI.

Notation: The real maximum (minimum) eigenvalue of a
symmetric n X n matrix ((¢) at each instant of time ¢
is denoted by A3 (t) (Agi"(t)). The maximal (minimal)
eigenvalue of the same matrix Q(t) over the interval [to,t¢] is
a real constant deﬁned as \g 1= maXse(ry,t,] G (1) Qg =
minge gy, XQ’”"(t)). The Euclidean norm of a vector v is
denoted by ||v||. Function blkdiag{Q1,...,Qm} constructs
a larger matrix with diagonal blocks consist of matrices Q.
Matrix I, is the identity matrix of dimension n.

II. SYSTEM OF SYSTEMS FORMULATION

Without loss of generality, let us consider an LQ control
SoS described by the linear differential equation:

T =Ax + Zgj\il Bjuj, x(to) = Zg; €))

where x is the state and u; is control vector of subsystem %
whose objective is to minimize the quadratic function:

tr
Ji = %xT(tf)Sifx(tf) + %/ [27Q;z + ul Ryu;]dt (2)
to

for i = 1,2,---,M. Matrices A, B;, Q; and R; are all
matrices of proper dimensions and satisfy S;y > 0 and @); > 0
(positive semidefinite) and R; > 0 (positive definite). Under
normal operating conditions, it is well known that a closed-
loop Nash equilibrium of this SoS is accomplished if each
subsystem implements its control as:

uf = —R;'B] S;x 3)

for ¢ = 1,2,---, M, where S;’s satisfy the following M-
coupled differential Riccati equations [4]:
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Fig. 1. SoS consisting of subsystems Si,---,Sps where Sy is attacked;

(a) Attack is not detected and subsystems continue to operate as before; (b)
Attack is detected and remaining subsystems react by forming a team.

S; 4+ S; A+ ATS; + Qi + S;H; S;
— 350, (SiH;S; + S;H;S:) =0, (4)

with boundary conditions S;(t¢) = S;f, and H; = BileBiT.
The resulting system trajectory will satisfy

i=Az, A=A-Y 1 H;S;. (5)

In a cyber-physical SoS, the coupled Riccati equations in (4)
are solved by a separate Riccati Equations Solver (RES) unit
that determines the matrices S;’s and transmits each .S; to
the controller of its corresponding ith subsystem who then
implements its closed-loop control as indicated in (3). The
entire SoS will then evolve according to (5). By choosing
positive semidefinite matrices S;y > 0 and Q; > 0 all
subsystems are expressing a common desire to regulate the
SoS by bringing its state vector as close as possible to the
origin, albeit using their own individual preferences through
their own choices of S; and Q);.

Now let us assume that one subsystem’s decision-making
process (say subsystem 1) is attacked. The attack consists of
altering the matrices S1; and (); in the subsystem’s objective
function by making them negative definite (51 < 0 and Q1 <
0) in order to make this subsystem adversarial to the other
subsystems. Such an attack would be designed to destabilize
the entire SoS and to prevent it from being regulated by driving
its trajectory away from the origin. An attack of this nature
can be accomplished by an attacker accessing the computer
code in the RES Unit and introducing the necessary change
in matrices S1 and Q.

This new structure of the SoS puts subsystems 2,..., M
directly in conflict with subsystem 1. That is, while subsystems
2,...,M are trying to regulate the trajectory of the SoS by
minimizing its deviation from the origin as in the intended
Nash equilibrium, subsystem 1 now has an objective whose
goal is to de-regulate (or de-stabilize) the SoS by maximizing
the deviation of the trajectory away from the origin. In this
paper, we consider two possible outcomes as a result of this
attack as illustrated in Fig. 1. The first, Fig 1(a), is when the
attack is not detected (i.e. change in matrices to Siy < 0
and @1 < 0 is not detected in the RES unit) and the decision
variables are implemented as in (3) except that the S; matrices
that the controllers receive from the RES unit are the solution
of (4) with S1y < 0 and Q1 < 0. In this case, two theorems
will be derived that address the definiteness of the solution



of (4) and the boundedness of the resulting trajectory (5).
The second, Fig 1(b), is when the attack is detected and the
subsystems react by organizing as a team against the attacked
subsystem. The derivation of the team decision process and the
formation of the Nash strategy against the attacked subsystem
will be considered. Both of these cases will be discussed in
the next two sections.

III. UNDETECTED ATTACK

For the standard SoS structure where S;y > 0 and Q; > 0
for v = 1,2,--- , M, it is well known [15] that all matrices
satisfying (4) will be positive semi-definite. That is, S;(¢) > 0
for t € [to,ty] and for i = 1,2,--- , M. When the attack is
not detected and the matrices in the objective function of the
attacked subsystem change Siy < 0 and @1 < O the above
result will no longer be valid. The following theorem provides
the equivalent result for the new S; matrices.

Theorem 1. For the attacked SoS with S1y < 0 and Q1 <0,
and S;y > 0 and Q; > 0 fori=2,3,--- , M, the solutions of
(4) will satisfy S1(t) <0 and S;(t) >0 fori=2,3,--- , M
forall t € [to,ty].

Proof. Let \g**(t) and v(t) be the maximum eigenvalue and
corresponding unit eigenvector of S (¢). The matrix S(¢)
is piecewise continuously differentiable and symmetric for
t € [to, ts] but not necessarily analytic. Thus, its eigenvectors
(or eigenspaces) are not necessarily continuous (therefore not
differentiable) !. Continuity (differentiability) of the eigen-
vectors of S (¢) requires Si(t) to be holomorphic (analytic)
(see [16], Theorem 1.10). However, in our case we only have
continuity of Si(¢) and thus we cannot differentiate v(t).
Instead, we can show [see [15], Theorem 3.6.1] that \g!**(2) is
not only continuous but also differentiable almost everywhere,
and at any point that it is differentiable its derivative satisfies

FAB(1) =vT (1) Si(r)
=—0T(t) (S1A+ ATS) + S1H151) v(t)
+ M (WT(6)S1H;Su(t) + vT (1) S H Sy (t))
—vT(t)Q1v(t)

which can be simplified as
ENGI(L) = N (DT (0)|~A — AT = XBe= (1) H
+ M (S + stj)] u(t) — T (H)Qro(t).
Now for sufficiently small \¢'**(¢) we have
Lo (t) & —oT (1)Q1v(t) > 0 (6)

since Q1 < 0. Given that Si(ty) = Siy < 0, we know
AG(ty) < 0 and hence by (6) and the continuity of \§**(t),
the maximal eigenvalue \g**(t) < O for all ¢ € [to,ty]. This
proves that \'**(t) starts from a negative value at ¢t = ¢
and stays negative as it evolves backward in time. Noting that
AGe*(t) is the maximum eigenvalue of .S (t), this proves that

' An example of such a matrix is presented in [Kato 16, p. 111]

Sy(t) <0 forall t € [to,ts]. Now, for i =2,3,--- , M, let A
be as defined in (5) then (4) can be written as

S; + S A+A"S; + Qi+ S;:H;S; =0

with S;(ty) = Siy. Let W(t,7) be the state transition matrix
of —A"(t). It is known that for t,7 € [to, /],

%\P(t,r) = —ZT(t)‘I/(t,T), U(r,7) = I;
Then S;(t) will satisfy

(7

Si(t) = W(t,tg)Si(ts)UT (L, L)
t

+/ f‘I’(ta Qi + S;H; S;| VT (t, 7)dr. (8)
t

Now, since S;(ty) > 0, @Q; > 0 and R, > 0 for i =
2,3,---, M, it follows from (8) that for all ¢ € [t(, ;] we have
Si(t) >0 fori=2,3,---, M. This completes the proof. [J

We provide the following lemma which is used in the proof
of the next corollary and Theorem 2. Let,

P() = 81(t) + 30,2, Si(t)
{S;(t), i=1,2,---, M} satisfying (4).

Lemma 1. For the attacked SoS, if Q1 + sz\iz Q; > 0 and

Siy+ Zf‘iQ Sig > 0, then for every solution set {S;(t), i =

1,2,--+ , M} satisfying (4) it follows that P(t) > 0 for all

t € [to, ty] .

Proof. For every solution set {S;(t), ¢ = 1,2,--- , M} that

satisfies (4), let then it would satisfy the following
P+PA+A P+ M Qi+ M SHiSi =0

with P(t;) = Si7 + S.M, Sif. Then P(t) will satisfy

©))

(10)

tr
PO = Wt Pt et + [ (e[
t
+ M, Qi+ S1H S + Y0, SiHiSi] UT(t,7)dr. (11)

where W(t,7) is as in (7). Since matrices R; > 0 for i =
1,2,..., M, this yields H; > 0, and from the hypothesis of
the lemma and (11), it follows that P(t) > 0 for all ¢ € [to,t].
This completes the proof. O

The next theorem provides a sufficient condition for the
boundedness of the SoSs state trajectory. Essentially, this
theorem provides conditions that guarantee that the attacker
cannot accomplish its goal of destabilizing the SoS.

Theorem 2. For the attacked SoS with Si15 < 0 and Q; <0,
if Q1 JrZi\iQ Q; > 0 and Si5 +Z?i2 Siy > 0, then the state
trajectory x(t) in (5) will be exponentially bounded and for
any r > 0 it follows that ||x(ts)|| < r provided that

Ap l|zol| Ap
tr—tg > —< 21 In|{ — .
f 0= )\Q{ n< ; +In AP

Proof. Let




where the state vector z(t) is defined in (1) and P(t) is as in
(9). Matrix P(t) is positive definite for all ¢ based on Lemma
1. Then, using (5) and (10) it follows that

V(t) = —aT (Z?L (Qi + Sin'Si)> T

Since, Q1 +Z£2Qi >0and H; >0fori=1,2,...,M it
follows that V'(¢) < 0 which yields a decaying dynamics for
the system. Now, defining @) = Zﬁl Q; implies that

V< —2TQx < —(Ao/5p)V
Then one can conclude that

V(t) < V(to) exp{—(2a/xp)(t = t0)}

which is an exponential decaying bound for the system. Also,
we can conclude that

(=@ Jzol)® < (Rr/xs) exp {—(2a/xr)(t — to)} .

Finally, by rearranging the terms, in order to achieve
lz(ts)|l < r, ty — to should be greater than the expression
provided in the theorem. This ends the proof. O

IV. DETECTED ATTACK

If the attack is detected, it is natural to expect that one possi-
ble reaction of the subsystems would be to form a cooperative
team and adopt a collective team strategy to counter the actions
of the attacked subsystem. The team strategy will be selected
from the noninferior set of their objective functions and will
be designed to achieve a Nash equilibrium with the objective
function of the attacked subsystem [17]. The noninferior set
will be determined by forming a team objective function as
a convex combination of the individual objective functions of
the (M — 1) subsystems in the team. That is,

Jr ="M adin (12)

where «; > 0, Ziﬂizlai =1land J; fori =2,---, M as
they are defined in (2). The weight «; can be viewed as the
relative contribution of subsystem (i + 1) to the team. So the
cost function for the team of subsystems becomes

ty
Jr = %xT(tf)Sfo(tf) + %/ [2TQrz + ulRrur]dt
to

where St, = Zf\i;l ;S Qr = Zf‘i;l ;@41 and
Ry = blkdz’ag{ale, asRs, ..., OzzuflRM}. The attacked
subsystem’s objective function stays the same as Ji. Also, the
control inputs of the subsystems in the group are combined as
one vector but it will be reallocated to each subsystem later at
the implementation stage. Consequently, the system dynamics
of (1) can be reorganized as follows

i = Az + Biuy + Brur (13)

where ur = [ul,ul,--- ul,]7 is the team control vector
and By = [Bsg, -+, By]. The system dynamics (13) and
cost functions Jr and J; form a 2-subsystem LQ game. The
closed-loop Noninferior Nash strategies [17] are obtained as

u} = —R;'BlSix, wy=—-R;'BLSrx  (14)

where the matrices St and S; are the solutions to the
following coupled differential Riccati equations

Si+S1A+ATS +Q) — S1H, S

- S1Hp St — STHrS, =0, (15)

St + SrA+ ATSr+Qr — SrHrSt
—STH151 —SlHlsT :0, (16)
where Hy = BrR;'B] and with boundary conditions

Si(ty) = Siy and Sr(ty) = Sr,. Note that assigning
different values of «; will yield different teams with different
strengths and weaknesses, and correspondingly different Nash
equilibria. Also, note that even though this problem is solved
as one team of subsystems in conflict with the attacked
subsystem, upon implementation of the decisions, the team
decision is reallocated to each member subsystem and the SoS
remains as an enterprise of M subsystems.

Upon detecting the attack, the next corollary provides con-
ditions that guarantee the attacker cannot accomplish its goal
of destabilizing the SoS if the remaining subsystems choose
their relative contributions to the team appropriately.

Corollary 2.1. Upon detecting the attack, the cooperative
team can ensure that the new Nash equilibrium also converges
to the origin by simply choosing the «;s such that Qp > Q1
and STf > Sy

Proof. 1t follows directly by applying Theorem 2 to an at-
tacked SoS consisting of two subsystems with costs J; as in
(2) and Jr as in (12). ]

V. ILLUSTRATIVE EXAMPLE

To illustrate the concept of cooperative design against an
attack on a subsystem of an SoS, we consider a simple three-
subsystems SoS consisting of 51, So, and S3 that have reached
a Nash equilibrium designed to converge to the origin. We
consider an attack on subsystem S; whose objective is to
separate it from subsystems S; and S3 and to cause it to
diverge from the equilibrium by altering some parameters in
its objective function. Let z = [xsl Zg, xSB]T € R3 be
the SoS state vector. The parameters of the SoS based on our
model are as shown below:

—0.04 0.01 0.01 0.1 0.15 0.15
A=| 0.01 -0.04 0.01|, Bi=| 0 |, Ba=|0.18{, B3=|0.11].
0.01 0.01 —0.04 0 0.18 0.31

We consider a final time ¢y = 70 (which is relatively long
for the given system dynamics). Before the attack takes place,
each subsystem of S;, S and S3 has plans to minimize its
objective function stated respectively as follows:

70
Ji= 1027 (tr)+ [y (1022 +30ui)dt
70
Jo = 8 (tr)+ [y (82 +100u3)dt
Js= 522 (ty)+ [, (522 +120u3)dt

This represents the situation that each subsystem is only
considering its own state variable in its objective function.
The initial conditions at ¢ = 0 are 2o = [5 7 10]". If the



SoS has not been attacked, the planned behavior of the state
variables is shown in Fig. 2a. Clearly, all state variables have
planned to converge toward the origin as ¢y approaches 70.

Now let us assume that subsystem Sp is subjected to an
attack at ¢ = 5. The attacker would alter the objective function
J1 so that now it looks as follows:

Ji=-1022 (tf) + f;o (- 1027 + 30u?)dt

Such an attack can be accomplished by the attacker making
two sign changes at ¢ = 5 in the software code of the RES
unit. After the attack takes place, we consider two scenarios
which correspond to whether the attack is or is not detected.

A. Undetected Attack

If the attack is not detected, the subsystems will accomplish
a Nash equilibrium with their objective functions having the
parameters as described above. The state variables of the
subsystems S, Sz and S3 are plotted versus time in Fig. 2b.
As can be seen, the attacker has successfully destroyed the
convergence towards the origin that could have been estab-
lished among the subsystems if the attack had not occurred.
Specifically, it can be seen that even though subsystems Ss
and Ss are trying to recover the convergence, due to the
adversarial behavior of the attacked subsystem S, the planned
convergence is completely destroyed.

B. Detected Attack

If the attack is detected, we assume that subsystems So
and S3 form a team according to (12). In this example we
will consider different teaming options according to different
choices of «y and ao, which represent contributions of S
and S3 to the team, respectively. These choices are done only
for illustration purposes and may not necessarily be the best
choices that optimize the contribution of each subsystem to
the team. In this case, the subsystems will accomplish a Non-
inferior Nash equilibrium with their team objective function
against the objective function of the attacked subsystem Sj.

The state variables of the subsystems S;, Sy and Sz for
different choices of a; and «y are plotted versus time in Fig.
3. While not all of these choices have been able to bring the
trajectories back into full conformity, these options produced
outcomes that are much more favorable to the entire SoS than
the outcome of Fig. 2b which corresponds to the case that
the attack has not been detected. In particular, Fig. 3h which
shows the teaming with (o, az) = (0.8, 0.2) which represents
80% contribution by subsystem Sy and 20% by S, illustrates
a design which gives the subsystems the ability to successfully
defend against the attack and bring the entire SoS back into
conformity so that its trajectories are close to the original un-
attacked trajectories.

The advantage of teaming choice (aq,a2) = (0.8,0.2) is
due to the fact that subsystem Sy has relatively more power
than S3 in terms of the parameters in its objective function,
so it may as well be required to contribute more to the team.

—s,

Time (s)

(a)

—zg,
- -5,

———Zs,

Time (s)

(b)

Fig. 2. State variables of subsystems S1, S2 and S3 (a) when the attack had
not taken place; The convergence to equilibrium has easily been established.
(b) when subsystem S is attacked at t = 5 but the attack is not detected;
The planned convergence has been destroyed.

VI. CONCLUSION

The current literature on Systems of Systems has empha-
sized a structure in which all subsystems operate harmoniously
for the benefit of the entire enterprise. This structure does not
consider situations when one or more subsystems are subjected
to an attack designed to alter their behavior so they become
adversarial towards the remaining subsystems. In this paper,
we considered linear quadratic Systems of Systems where
one of the subsystems is cyber-attacked by modifying param-
eters in its objective function so that its resulting behavior
becomes hostile to the remaining subsystems. We considered
two possible cases. The first is when the attack is not detected
and the Riccati Equation Solver (RES) unit continues to
generate solutions based on the original objective functions
including the attacked subsystems modified objective function.
The second is when the attack is detected and the remaining
subsystems decide to take defensive action by forming a team
to counter the hostile behavior of the attacked subsystem.
Optimizing the formation of the team by determining the
most effective contribution of each member is still a problem
under investigation. As an illustrative example, we simulated a
system consisting of three subsystems operating with similar
objectives when one subsystem is attacked and its objective
is modified so that it became adversarial with the other two.
We derived the corresponding system’s behavior by examining
its subsystems state trajectories in both cases when the attack
is not detected and when it is detected. We showed that if
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Fig. 3. State variables of subsystems S1, S2 and S3 after subsystem S is attacked and it is detected; Subsystems Sz and Sz form a team with (a1, a2)
equals (a) (0.1, 0.9), (b) (0.2, 0.8), (¢) (0.3, 0.7), (d) (0.4, 0.6), (e) (0.5, 0.5), (f) (0.6, 0.4), (g) (0.7, 0.3), and (h) (0.8, 0.2), and (i) (0.9, 0.1).
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